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B craTbe mpeficTaBlIeHO MCCTIEOBaHMe, IOCBALIEHHOE IIOMY/IAPHOMY COLAIbHO-IIM(PPOBOMY sB-
JIEHMIO, I3BECTHOMY KaK XaKTUBU3M. L]e/IbI0 JaHHOI CTaTby ABJAETCA M3ydeHNe ero TpanchopMa-
IV 13 IMPPOBOTO XYIUTAaHCTBA B chepy KOMIICTEHIMY IIPaBOOXPAHNUTEILHBIX OPraHoB. [IId co-
3JaHMA 9TON PabOTBI MbI WCIIONB30BAIM MAaTepuanbl XOPOIIO 3apeKOMEHOBABIINX CeOs
uccefoBatesielt B 067acTi KubepOe30macHOCTH, a TakKe OH/IANH-MYOMNKALMY U3 aBTOPUTETHBIX
JCTOYHMKOB, KOTOPbIE XapAaKTEPU3YIOT NOHATHE «XaKTUBU3M», PACKPBIBAs €0 OCHOBHBIE LI,
METOfbl, UCIIO/Ib3yeMble IPY OPraHM3ALMM aTaK, Y MPEFOCTAB/IST KOMMEHTapyuu 00 5BOJIOLNN
9TOTO SB/IEHMSI — OFHOM W3 CaMbIX PAaCIIPOCTPAHEHHBIX, @ TAK’Ke OCHOBHBIE YTPO3bI MOCIETHIX
et. UTO KacaeTcsi METOLOB, MCIIO/Ib30BAHHBIX B XOfje 9TOTO MCCIELOBAHMsA, ObUIM UCIIONB30BAHBI
MeTofbl cOOpa JAHHBIX, KPUTUIECKOTO aHa/M3a 1 00001IeHNsT HayqHOI 11 TpOodecCHOHANBHOI /TN-
TepaTypsl U3 OOLIEHOCTYIIHBIX ICTOYHNKOB. VICTOpUYeCKuit 1 AMAXPOHNIECKIIT OTXOf, OBUT JC-
[OIb30BaH [/l M3YUEeHIs 9BOIOLNY XAKTUBU3MA IIOf BIMSIHUEM COLMATbHO-3KOHOMIYECKNX U
nonuTHdeckrx (akTopoB. MeTof TeMaTHYecKMX HCCIeNOBaHUII MO3BOIWI MIPOAHATM3UPOBATH
KOHKpPETHbIe IPVMephl aKTVBHOCTY XaKTUBVUCTOB VM CBA3AHHBIX C HUMU CPENCTB M TeXHMK. [l
00001IeHNA U MHTEPIIPeTaIMy COOPAHHbIX JAHHBIX, @ TAK)Ke IIPEJICTABIeHNs TIPOTHO30B VI BBIBO-
JIOB, OCHOBAHHbIX Ha ITOTYYeHHBIX Pe3y/bTaTaX, ObUI IPMMEHEeH JIOTMYECKNII ¥ MHTePIPeTUpYIo-
I TTOXO]I.

KnroueBbie cmoBa: XaKTVBU3M, TUIIBI MOTUBaVIV, MHAVBUIbI VIJIV T'PYIIIIbI, IIOXOXXNE Ha XaK-
TUBUCTOB

Introduction. Nowadays a lot of cyber-attacks are conducted by individuals or
groups that are pursuing mass awareness about various social situations: clearness
of the elections, financial operations made by the government and so on. All these
people call themselves hacktivists and believe that their online activities are devoted
to improvements although means of uncovering the truth often lies under the law
[1, p. 36]. However, in recent years the destructive effect of such activities has over-
balanced the benefit. Do we still need such a “voice of truth”, and if not, is there a
chance to silence it?

Definition: What is hacktivism? Coined in the mid-1990s by Cult of the
Dead Cow, "hacktivism" initially described politically motivated cyberattacks that
spread ideology without financial gain, with groups like Anonymous gaining noto-
riety in the 2010s through disruptive tactics such as DDoS campaigns against vul-
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nerable targets, though improved cybersecurity and law enforcement eventually
reduced its prominence [2, p. 280].

Motivation. Contrary to the past, modern hacktivists focus on advancing their
political agendas, which vary in transparency [3]. Broadly, we classified their moti-
vations into groups: ideological, political, nationalistic, and opportunistic. While
some groups strictly align with one category, others pursue multiple agendas, often
with a primary focus supplemented by secondary causes.

- Ideological motivations drive the most hacktivist activity. These groups tar-
get entities that challenge their worldviews, often focusing on religious beliefs or
geopolitical conflicts.

As an example, pro-Russian group “NoName057(16)” often tries to target var-
ious Ukrainian agencies and governmental structures. GlorySec, possibly a Vene-
zuelan group self-described as anarcho-capitalists, “believe in individual freedom
and free markets” and therefore oppose countries like Russia and China as well as
what they label “their proxy regimes” such as Cuba, Nicaragua, Houthi, Hezbollah,
and Hamas [4].

- Some hacktivist groups seek to influence government policies or political
outcomes, though such attacks are less common than ideological ones.

For example, “SiegedSec” targeted Project 2025, an initiative promoting con-
servative policies. They justified a hack and subsequent leak of a 200GB database by
claiming that the project “threatens the right of abortion healthcare and LGBTQ+
communities in particular” [5]. Another similar case happened in August 2024.
Following the arrest of Telegram’s CEO, Pavel Durov, in France, several groups
launched a #FreeDurov campaign, citing free speech infringements. As part of this
effort, we saw People's CyberArmy initiating attacks against a French company,
demanding Durov’s release.

- Nationalistic hacktivist attacks are less common and often incorporate cul-
tural symbols and patriotic rhetoric to justify their actions.

For instance, the Indian “Team UCC” group claims to “amplify Hindu voices”
by “exposing false narratives that claim Hindus are safe in Bangladesh”. They posi-
tion themselves as defenders of Hindus worldwide, particularly in Bangladesh.
They attack Pakistani government websites and organizations as an effort to “de-
fend the Indian cyberspace”.

- Some hacktivist groups act purely opportunistically, targeting organizations
simply because they are easy to hack.

For example, SiegedSec hacked into a messaging application’s website, citing
that “it’s not secure at all”. The app being “made in China” might have compounded
their motivation, but the group mentioned getting “access to their AWS S3 buckets”,
suggesting that the attack required minimal effort rather than a justification.
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Methods and techniques. Presented diagram shows percentages of the vari-
ous types of attacks carried out by the hacktivists (fig. 1). Some of them may be
used in a combination to create a greater threat.

Supply Chain Attack
0.1K (2.1%)
Web Threats
0.14K (3.03%)
Infermation Manipulation
0.23K (4.81%)

Zero Day

Ransomware
Social Engineering 1.48K (31.32%)

0.37K (7.88%)

Malware
0.39K (8.24%)

/ DDoS

1.01K (21.4%)

Data
0.95K (20.09%)

Fig. 1. Main hacktivists” techniques used for attacking

The most frequently used technique is malicious software known as ransom-
ware [6, p. 102].While traditionally being profit-driven, hacktivists have weapon-
ized it to advance ideological goals. Some groups collaborate with cybercriminals to
deploy ransomware, encrypting data to disrupt targets aligned with their political
enemies (e. g., governments, corporations) [7, p. 54].

When hacktivism has dramatically changed. During the first quarter of 2022,
there was a sharp increase in the number of cyberattacks, which was likely due to
the start of a war between Russia and Ukraine. This was followed by retaliatory ac-
tions taken by various countries, leading to a particularly rapid rise in the number
of threats posed by hacktivists. The end of the year saw a decrease in overall activi-
ty, although this was not as significant due to the ongoing anti-government protests
in several Asian countries [7].

2023 started with another increase, particularly in NATO countries, before the
activity level began to decline in the middle of the year due to the implementation
of effective protection measures. However, the Israeli-Palestinian conflict that be-
gan at the end of that year led to an almost two-fold increase in attacks.

In 2024, activists formed various alliances more actively, which impacted their
performance. Additionally, the escalation of tensions between China and Taiwan
and the US elections at the end of that year also contributed to the overall number
of attacks (fig. 2).
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Fig. 2. Statistics of hacktivists’ attacks for the period from 2022 till 2024

Current situation. Hacktivist-like groups. After global political changes have
occurred, hacktivism became a significant danger [8,178]. Some researchers call
this new branch of hacktivism - hacktivist-like individuals or groups. They are
characterized by their high level of coordination, large membership, and activities
closely aligned with state interests [9]. The probability of government influence
(direct or indirect) or support is high, as these groups often pursue specific political
or ideological agendas, reflecting a more strategic and state-oriented approach to
cyber operations. Given the substantial resources and support these groups receive,
including significant technical and informational backing, they should be consid-
ered a high-level threat [10].

Ways of protecting from hacktivists. After analyzing the opinions of various
experts, a general conclusion can be drawn that the current situation is likely to
continue to deteriorate despite measures being taken to address the threat. In light
of this, it is essential to adopt a more proactive approach to combat the escalating
situation. The most effective strategy would be to establish a robust defense mecha-
nism. This can be achieved through the application of the following approaches:

- Investing in DDoS protection. If uptime is crucial to operations, consider
this as an insurance policy to maintain continuity.

- Securing web-facing assets. Document and fully patch external systems to
reduce the risk of defacements and other attacks.

- Implementing attack surface risk management (ASRM). Deploy tools to
monitor entry points, which helps minimize hacking attempts.
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- Draw from industry expertise. Enhance preparedness against hacktivism
and similar threats through resources that provide guidance for organizations dur-
ing times of conflict.

As well as maintaining technical security companies should educate their em-
ployees about the potential risk of clicking on suspicious link sent by email. In case
of fighting with malicious hacktivists the best strategy is to be proactive and pre-
pared for the continuous process of creating a more secure network.

Conclusion. Hacktivism has undergone a crucial change in recent years. Pre-
viously it was considered as a way of civil disobediene and now it has evolved into a
multifaceted threat that blurs the lines between activism, cybercrime, and state-
sponsored aggression. While its roots in challenging power structures remain, the
proliferation of advanced tools, geopolitical tensions, and alliances with cybercrim-
inals have transformed hacktivism into a destabilizing force with global repercus-
sions. Referring to prognostications, pro-government hacktivist-like groups will
increasingly act as proxies in hybrid wars, targeting critical infrastructure (energy,
healthcare) to sow chaos. Also, Generative Al tools like WormGPT will automate
phishing, deepfake disinformation, and vulnerability discovery, enabling smaller
groups to launch large-scale attacks and manipulate public opinion during elec-
tions, combining DDoS attacks on voting systems with social media disinfor-
mation. Moreover, ideologically motivated ransomware attacks will surge, with
hacktivists encrypting data to paralyze adversaries rather than seeking profit.
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The article presents a study on the well-established socio-digital phenomenon known as hack-
tivism. The goal of this research is to investigate its transformation from the realm of digital hoo-
liganism into the purview of law enforcement authorities. To create this work, we have used ma-
terials from well-established researchers in the field of cybersecurity, as well as online
publications from reputable sources that characterize the concept of “hacktivism”, revealing its
main objectives, methods employed in organizing attacks, and providing commentary on the
evolution of this phenomenon into one of the major threats of recent years. Referring to the
methods employed in the course of this research, methods of data collection, critical analysis, and
synthesis of scientific and professional literature from publicly available sources were employed.
The historical and diachronic approach was used to examine the evolution of hacktivism under
the influence of socioeconomic and political factors. The case study method was utilized to ana-
lyze specific examples of hacktivist activity and their associated means and techniques.
A logical and interpretive approach was applied to generalize and interpret the collected data, as
well as to present forecasts and conclusions based on the findings.
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